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An online summary 
of an individual’s 
key health 
information 

Personally 
controlled 

Part of a national 
system

Accessible at 
all times 

Protected 

What is My Health Record?



Ensure there is My Health Record 
security and access policy 

Ongoing participation and 
obligations

Confirm the process to access 
My Health Record for 
authorised staff

Train staff and ensure they are familiar 
with policies in place

Register and set up 
access

My Health Record
What do healthcare organisations need to do?

https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-obligations#security-and-access-policy
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-obligations#security-and-access-policy
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-obligations#ongoing-obligations
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-obligations#ongoing-obligations
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record#education-and-training
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/implementing-my-health-record-in-your-healthcare-organisation
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/implementing-my-health-record-in-your-healthcare-organisation


Compliance Requirements

2

3

1
Before registering for My Health Record

• Develop a My Health Record Security and Access policy
• Consider Responsible Officer (RO) and Organisation Maintenance Officers (OMOs)

Following registration for My Health Record
• Connect to My Health Record (set up via conformant software or National Provider Portal)
• Provide staff training
• Enable user account access

Ongoing participation obligations
• Regular review of My Health Record Security and Access policy (minimum: annually)
• Review data quality procedures
• User account management
• Provide refresher training to staff
• Respond to any request for assistance made by the My Health Record System Operator
• Comply with notifiable data breach requirements



Legislation
The My Health Record system is supported by a legislative framework that sets controls 
around who can access the system and the information contained within.

Relevant acts and instruments include:
My Health Records Act 2012
My Health Records Rule 2016

The Australian Digital Health Agency website has information about the My Health Records 
Act and more. My Health Record legislation and governance.

https://www.legislation.gov.au/Details/C2021C00475
https://www.legislation.gov.au/Details/F2016C00607
https://www.digitalhealth.gov.au/about-us/policies-privacy-and-reporting/my-health-record-legislation-and-governance


Healthcare identifiers
The right health information for the right individual at the point of care.

Where 
service was 

provided

Who 
provided the 

service

Who 
received the 

service

HPI-I 
Healthcare 
Provider Identifier 
Individual

IHI
Individual 
Healthcare 
Identifier

HPI-O
Healthcare 
Provider 
Identifier 
Organisation

Healthcare event



Key Roles

• Usually the business owner or CEO
• Must initiate the HPI-O registration process
• Authority to act on behalf of the healthcare 

organisation and ensures the organisation and its 
employees’ compliance with legislation

• A business can have multiple OMOs
• Responsible for the day-to-day administration of the 

HI service
• They often have the responsibility of developing 

and implementing the My Health Record security and 
access policy.



Healthcare providers 

View 
• Conformant software
• National Provider Portal

Upload 

• Conformant software

Consumers  

Add information
• Log in to My Health Record 

through myGov

View
• Log in to My Health Record 

through myGov
• my health app
• healthdirect app
• HealthNow app

My Health Record
Organisations Registration Steps



My Health Record Security & Access policy
and OAIC template



OAIC Template

Image source: Office of the Australian Information Commissioner 



Key Information

Image source: Office of the Australian Information Commissioner 



Document versions

Image source: Office of the Australian Information Commissioner 



Provide staff training
All staff authorised to use My Health Record undergo training before accessing the system

• How to use the system accurately and responsibly, legal obligations when using the system, and the 
consequences of breaching these obligations

• Training provided on a regular and ongoing basis

• A register of staff training is maintained

My Health Record Training opportunities

• Australian Digital Health Agency website

• Online My Health Record modules

• Webinars and events

• Clinical Information Software summary sheets

• Podcasts

https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-obligations#:%7E:text=3.%20Training%20for%20authorised%20users%2C%20before%20they%20access%20the%20system
https://training.digitalhealth.gov.au/mod/page/view.php?id=958
https://www.digitalhealth.gov.au/healthcare-providers/webinars
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record#accordion-38
https://www.digitalhealth.gov.au/newsroom/podcasts


Training Register



https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training-list.pdf

Recommended 
Training List

https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training-list.pdf%E2%80%8B


Identification of users

Image source: Office of the Australian Information Commissioner 



Enabling user account access
Ensure that any authorised staff have been given access in your software through the user 
preferences section



Ongoing participation obligations

3
Review, maintain, 

enforce and 
communicate policies

Conduct ongoing 
user account 
management

Respond to 
requests for 

assistance made by 
the System 
Operator

Exercise due care 
when viewing or 

uploading

Notify when errors 
or data breaches 

occur

Keep Responsible 
Officer and 

Organisation  
Maintenance 

Officers updated

Provide My Health 
Record training to 

authorised staff

https://www.myhealthrecord.gov.au/for-healthcare-professionals/howtos/my-health-record-system-participation-obligations

https://www.myhealthrecord.gov.au/for-healthcare-professionals/howtos/my-health-record-system-participation-obligations


Review your policy at least annually

3

What may change?

• Responsible Officer or Organisational Maintenance Officer

• Security measures

• Staff using the My Health Record system

When else might I need to update it?

• When a data breach has occurred, and risks have been identified



Ongoing user account management

3

There are information security measures such as:

• Restricting access

• Having a unique identification for each individual

• Having passwords and/or other access mechanisms

• Regularly reviewing passwords

• De-activating access to My Health Record for those who no longer need it

• Suspending a user account, when an account has been compromised



Respond to requests for assistance made by
the System Operator

3

You need to be able to:

Assist with any inquiry, audit, review, assessment, investigation, or complaint regarding the My 
Health Record system.

• e.g. Letters are sent out to organisations 
that have used Emergency Access 
function and the organisation is to 
investigate to see if the it was authorised 
use or not.

• Provide a copy of your organisation’s 
policy (within 7 days).



Notify when data breaches occur

3

You must notify the Agency (System Operator) when:

• you become aware of a potential data breach relating to the My Health Record system.

• you become aware of an actual data breach relating to the My Health Record system.



Notify when errors or eligibility changes occur

3

• a non-clinical My Health Record system-related error in a record has occurred

• a material change has occurred in your organisation

• Your organisation ceases to be eligible for registration with the system

For example, because you are closing your business or have ceased trading, no longer have a HPI-O for 
your organisation or no longer employ a healthcare provider individual who has a healthcare provider 
identifier (HPI-I)

https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/implementing-my-health-record-in-your-healthcare-organisation/cancelling-registration-with-the-my-health-record-system


My Health Record
Documents Overviews and Uploads



Clinical Information System (CIS)
conformant with My Health Record National Provider Portal (NPP)

Register of Conformity   
www.digitalhealth.gov.au > Conformant clinical 
software products 

How will healthcare providers access the My Health Record system?How healthcare providers access My Health Record?

http://www.digitalhealth.gov.au/
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/conformant-clinical-software-products
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/conformant-clinical-software-products


Residential Care Transfer 
Overview*

Prescription and 
Dispense View 

Medicines View 

Medicare 
Overview 

Immunisation 
Consolidated View 

Pathology Reports 
Overview 

Diagnostic Imaging Reports 
Overview

*Functionality coming soon

Overviews



Healthcare provider documents  

• Shared health summaries
• Discharge summaries
• Event summaries
• Prescription and dispense records
• Specialist letters
• Pharmacist Shared Medicines List (PSML)
• Diagnostic Imaging reports
• Pathology reports
• Goals of Care
• eReferrals
• Residential care transfer reason*
• Residential care health summary*
• Residential care medication chart*

*Functionality coming soon

Medicare information

Consumer entered information 

• Personal health summary
• Advance Care Planning documents
• Emergency contacts
• Childhood development

• Prescription information-PBS and RPBS
• Australian Immunisation Register-AIR
• Australian Organ Donor Register-AODR
• Medicare Services-MBS and DVA items
• MyMedicare information

My Health Record documents 



Medicines View



Immunisation Consolidated View



Pathology Reports Overview



Access Medicare Overview documents
Medical Director

Best Practice

Communicare



Medicare documents

Initiation of a professional
DR CAROL TAN

MR PAUL JONES

DR CAROL TAN

DR KAVITA SINGH

DR KAVITA SINGH



Prescription and Dispense View



Discharge Summary



Advance Care Plans and Goals of Care DocumentsAdvance Care Plans and Goals of Care Documents



• Under the My Health Records Act 2012, staff 
members authorised by a healthcare organisation can 
access and view a patient’s record for the purpose of 
providing healthcare, and provided it is in accordance 
with any access controls.

• In addition to clinicians, a healthcare organisation 
may authorise other staff to access the system as part 
of their role in healthcare delivery.

Who can upload documents in a 
healthcare organisation?

Who can upload 
documents in a 

healthcare organisation?



Who can upload documents in a healthcare organisation?Who can upload documents in a healthcare 
organisation?



Who can upload documents in a healthcare organisation?

• Pharmacist Shared Medicines List (PSML) – Can only be authored by a pharmacist 

• Specialist letters – Can be uploaded by the treating specialist

• Goals of care – The goals of care document is a new document uploaded by the 
patient’s healthcare provider. 

• eReferrals – Uploaded by any healthcare provider involved in the patient’s care with 
conformant software

• Aged care transfer information – This maybe uploaded by a residential aged care 
home *Functionality coming soon

Who can upload documents in a healthcare 
organisation?



This is a summary of a 
patient’s health status at a 
point in time, which can 
include medical conditions, 
medicines, allergies and 
adverse reactions, and 
immunisations.

Shared health summary



Event summaries capture 
health information about a 
significant healthcare event 
that is relevant to the ongoing 
care of an individual.

Event summary



Specialist letters are used by a 
treating specialist to respond 
to a referrer (for example a 
GP) about a referred patient. 
When a specialist writes back 
to the referrer, the letter may 
also be uploaded to the 
patient's

Specialist letter



Withholding uploads
• By law you must not upload a document if the patient requests for it to not be uploaded

• Ensure you are aware how to stop records or documents from being uploaded

• Ensure you note when you withhold a document, and why you have withheld, in your clinical 
notes

• Documents which upload by default
– Prescription records
– Pathology reports (via request form)
– Diagnostic imaging reports (via request form)
– Dispense records
– Discharge summaries

Clinical software summary sheets

https://www.myhealthrecord.gov.au/for-healthcare-professionals/clinical-software-summary-sheets
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record#clinical-software-summary-sheets


The Emergency Access provision can only be used if the 
healthcare provider:
• reasonably believes that there is a serious threat to the life, 

health and safety of an individual; AND
• reasonably believes it would be unreasonable or 

impracticable to obtain the consent of the healthcare 
recipient whose My Health Record is to be accessed

OR
• reasonably believes that access to the record is necessary to 

lessen or prevent a serious threat to public health or public 
safety.

Emergency Access provisionEmergency Access Provision



• There are significant fines and penalties for inappropriate or unauthorised access 
to health information in an individual's My Health Record.

• Healthcare providers are authorised to use My Health Record for the purpose of 
providing healthcare, subject to any access controls the individual may have set.

• Any unauthorised use of emergency access is considered a contravention 
of the My Health Records Act 2012 and may constitute an interference 
with privacy under the Privacy Act 1988

Penalties for misuse of information

https://www.legislation.gov.au/Details/C2020C00372
https://www.legislation.gov.au/Details/C2021C00139


inappropriate
access

The emergency access function is not designed to be used for the following:
• to check whether any restricted documents exist
• to gain access when an individual has forgotten the access code they have 

set
• to view your own My Health Record or a record of a family member
• to demonstrate how to use the emergency access function

Unauthorised use of the emergency access function is subject to civil and/or criminal 
penalties under the My Health Records Act 2012.

Examples of inappropriate use



Resources and further 
information



Resources to support



Support for formalising My Health Record Security & 
Access Policy

• Office of the Australian Information Commissioner (OAIC) template and guidance
https://www.oaic.gov.au/privacy/guidance-and-advice/security-and-access-policies-rule-42-guidance

• Digital Health website – Participation obligations & policy checklist
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-
obligations

• eLearning Module – Developing a My Health Record Security and Access Policy for your Organisation
https://training.digitalhealth.gov.au/enrol/index.php?id=65

• Security and access policy guidance for sole traders
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-
access/participation-obligations/security-and-access-policy-guidance-for-sole-traders

• Data Breaches
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches

• My Health Record Training Opportunities
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record#education-and-training

Support for formalising
My Health Record Security and Access Policy

https://www.oaic.gov.au/privacy/guidance-and-advice/security-and-access-policies-rule-42-guidance
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-obligations
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-obligations
https://training.digitalhealth.gov.au/enrol/index.php?id=65
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-obligations/security-and-access-policy-guidance-for-sole-traders
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/register-and-set-up-access/participation-obligations/security-and-access-policy-guidance-for-sole-traders
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record#education-and-training


Gold Coast Primary Health Network 
(gcphn.org.au)

Digital Health - Gold 
Coast Primary Health 
Network 
(gcphn.org.au)

Getting Started - Gold 
Coast Primary Health 
Network (gcphn.org.au)

My Health Record - Gold 
Coast Primary Health 
Network (gcphn.org.au)

https://gcphn.org.au/gcphn-important-links/health-professional-home/
https://gcphn.org.au/gcphn-important-links/health-professional-home/
https://gcphn.org.au/practice-support/digital-health/digital-health/
https://gcphn.org.au/practice-support/digital-health/digital-health/
https://gcphn.org.au/practice-support/digital-health/digital-health/
https://gcphn.org.au/practice-support/digital-health/digital-health/
https://gcphn.org.au/practice-support/digital-health/getting-started/
https://gcphn.org.au/practice-support/digital-health/getting-started/
https://gcphn.org.au/practice-support/digital-health/getting-started/
https://gcphn.org.au/practice-support/digital-health/my-health-record/
https://gcphn.org.au/practice-support/digital-health/my-health-record/
https://gcphn.org.au/practice-support/digital-health/my-health-record/


Further information and support

Australian Digital Health Agency
Web: digitalhealth.gov.au
Email: help@digitalhealth.gov.au
Phone: General enquiries 1300 901 001
 My Health Record help line 1800 723 0471

 Australian Digital Health Agency
 @AuDigitalHealth
 @AuDigitalHealth

https://www.digitalhealth.gov.au/
mailto:help@digitalhealth.gov.au
https://www.linkedin.com/company/australian-digital-health-agency/
https://www.facebook.com/AuDigitalHealth/
https://twitter.com/AuDigitalHealth


Further information and support

Australian Digital Health Agency
Web: digitalhealth.gov.au
Email: help@digitalhealth.gov.au
Phone: General enquiries 1300 901 001
 My Health Record help line 1800 723 0471

 Australian Digital Health Agency
 @AuDigitalHealth
 @AuDigitalHealth

https://www.digitalhealth.gov.au/
mailto:help@digitalhealth.gov.au
https://www.linkedin.com/company/australian-digital-health-agency/
https://www.facebook.com/AuDigitalHealth/
https://twitter.com/AuDigitalHealth


Heading here Provider Connect Australia  
Webinar

https://gcphn.org.au/events/provider-connect-australia-webinar-2/
https://gcphn.org.au/events/provider-connect-australia-webinar-2/


Heading here QUESTIONS



Heading here 
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